TWO-FACTOR VERIFICATION |E|

How to use MyChart Two-Factor Verification

Two-factor verification is an additional level of security

on top of a user’s password. A one-time code can

be sent to a user’s email or mobile phone. The user must enter this code before they can log in to view their

private heath information.

Click

“Send to
my email”
or

“Text to

my Phone”.

Fyou choose “Text to my pene’, this will be for your one-tme securty code anly and does notinclude

.

o We'll send a code to your email or phone.
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It is our goal to make sure your health informaticn is safe and secure. You will now be required to enter a one-time use security code to verify your identity.

How would you like to receive the code?
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additional MyChart teas.

When you receive the code, enter it on the next
screen.
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Once we verify your identity, you will be signed
inta MyChart.

ty opted out of text messapng by besting “STO", you wikl not be able 10 recenve the code via est

M9 send tomyemail J| B Textto my phone

Hello Test!

When prompted, enter the code below to finish
authenticating with MyChart.
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Your code will expire after 30 minutes

Didn't request this code from MyChart? If you continue 1o get these emails in
error consider changing your password

Enter the code you receive
in the email or test on the
MyChart security code prompt.

You will not be
prompted again
if you select the
remember me
box (180 days for
mobile and 90 on
desktop).

Verify Your Identity

We've sent a code to your emall on file.
Learn more

If you choose

“Text to my phone”
the code will be sent
to your mobile.
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Enter your code below to continus.
s Enter Code
Skip this step next time
Verify

Didn't receive the code?

Resend code

As a spam pravention measure, complete the CAPTCHA below.
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Helpful Tip:

If using email, be sure to
open a new browser tab
when retrieving your code.
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Patient FAQ for MyChart login page

What is Two Factor Verification?

It is @ method of confirming users’ claimed identities by using a combination of
two different factors. This would be something they know (password) and a second
factor (token) which is a six digit number.

Why Should | use Two Factor Verification?

To provide additional security during MyChart signup, login, and password reset or
expiration workflows. Minimizes identity theft and helps prevent disclosure of your
electronic health information.

How does Two Factor Verification work?

When two factor verification is used, after a patient enters their MyChart username
and password, the patient is taken to the Additional Security Verification page where
they can have a code emailed or texted to their mobile phone. After the patient
receives the code, they can enter it to finish logging into MyChart.

Do | need to use Two Factor Verification every time | log in to MyChart?

Yes, unless you indicate this is a private device; and skip this step next time. If you
indicate this is a private device you will not be promoted for 90 days with mobile or
180 days with desktop.
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